Kerio Workspace

Step-by-Step Guide

Kerio Technologies



© 2014 Kerio Technologies s.r.o. All Rights Reserved.

This guide provides detailed description on Kerio Workspace in version 2.0. All additional
modifications and updates reserved.

For current versions of the product and related manuals, check
http://www.kerio.com/workspace/download/.

Information regarding registered trademarks and trademarks are provided in the chapter A.


http://www.kerio.com/workspace/download/

Contents

1 Introduction .. ... ... . e aae e 4
1.1 Before we start ............ ... .. 4
2 Installation .. .......... ... ... e 5
2.1 WINAOWS . 5
2.2 Mac OS X o 6
2.3 Linux — Debian .......... ... . 8
2.4 Linux — RPM . 9
2.5 VMware Virtual Appliance ............. ... . . 10
2.6  Configuration Wizard ................ ... .. . 12
2.7  Web Interfaces of the Application ........... .. ... ... ... ... ............... 13
3 Firewall configuration ............... ... ... ittt 14
4 Kerio Workspace Administration ................ . ... .0 iiiiiiiiiiiiiriann. 15
4.1 Connecting to Microsoft Active Directory .................. ... ... ......... 15
4.2 Connecting to an SMTP server ....... ... ... ... 16
4.3  Configuring backup ............. ... 17
5 Connecting to Kerio Workspace ........... ... ittt i, 18
6 Where to find additional information .................. ... ... .. ... . ..., 19
7 Used open-Source SOftWare . .............ceuiteeuereone oo eanerennerennnens 20
A Legal NOtiCe . ... 30



Chapter 1
Introduction

Kerio Workspace is a server software for document and project cooperation. To use the user
interface, you need just a web browser. In Kerio Workspace, you create project pages full of
documents, texts, multimedia and links, and share them with selected colleagues and teams.
Pages allow live discussions via commentaries. Kerio Workspace supports plenty of desktop
and mobile devices. Secure access is

1.1 Before we start

This manual will guide you through the basic configuration of Kerio Workspace, including the
installation and network startup. To make the guide as comprehensible as possible, let us see
an exemplary implementation:

1. Kerio Workspace is installed in a local network behind a firewall.

2. Kerio Workspace will install and startup in a local network on computer
workspace. fwa.com.

3. Kerio Workspace will be connected with a directory service — Microsoft Active Directory

4. Kerio Workspace will be connected to an SMTP server to send users email notifications
about changes.

5. You will be shown how to configure everyday backups.
6. You will be shown how to login as an administrator and as a user.

7. We will explain what Kerio Workspace Client is and what it does.



Chapter 2
Installation

You can get and install Kerio Workspace as standard installation packages for Windows, Mac
OS X, Linux (RPM and Debian) or as a pre-installed VMware Appliance (Linux Debian with
pre-installed Kerio Workspace).

For hardware and software requirements, check http://www.kerio.com/.

Note:
To avoid difficult settings when restoring backups in the future, it is recommended not to
change the installation path and to use the default installation directory.

2.1 Windows

A standard wizard is used for the installation which:
o installs the product
o starts the Kerio Workspace services:

e Kerio Workspace Application Server
e Kerio Workspace Rendering Server

e opens configuration wizard in your web browser

The last step of the installation lets you run a configuration wizard where you can configure
the administration account for login to the server and the path to the data store (see
section 2.6).

Starting and stopping the server is managed through the Kerio Workspace Monitor application.
This tool can be accessed through the product icon in the computer’s notification area. It
displays the server status (stopped or running).

Once you open the context menu, Kerio Workspace Monitor allows to:
e stop/run Kerio Workspace,
e open the administration interface,

e configure automatic launch of Kerio Workspace upon the system startup
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Installation

Startup Preferences...
Administration...

'&' Stop Kerio Workspace
Exit Kerio Workspace Monitor

Figure 2.1 Kerio Workspace Monitor context menu on Windows

2.2 Mac OS X

New installation
A standard wizard is used for the installation.
In the last step, the configuration wizard is opened in your web browser.

Starting and stopping the server
Starting and stopping the server is managed through the Kerio Workspace Monitor. It can

be access through System Preferences.
Apart from starting and stopping the server, you can use Kerio Workspace Monitor to

access the administration interface.
800 Kerio Workspace Monitor (32-bit)
[« > | [showail | (Q

Kerio Workspace is running.

Stop Server

Kerio Workspace can be configured with Kerio
Waorkspace Administration, which provides
full access to all settings of Kerio Workspace.

| About Kerio Workspace... | Configure Server... |

|% Click the lock to make changes.

Figure 2.2 Context menu of Kerio Workspace Monitor on Mac OS X while the server is running

Installation na OS X 10.8 (Mountain Lion)
Since version 2.0.1, the installation packages for Mac OS X are signed. In the system

settings (System Preferences — Security & Privacy) select option Mac App Store and iden-
tified developers.



2.2 Mac OS X

800 Security & Privacy
[« » ] [ ShowaAll | Q

FileVault Firewall Privacy |

A login password has been set for this user | Change Password... |

|_| Require password immediately after sleep or screen saver begins
| _|Show a message when the screen is locked Set Lock Message...

| | Disable automatic login

Allow applications downloaded from:

( | Mac App Store
(=) Mac App Store and identified developers
( | Anywhere

[ 'l )
'J_ I{ Click the lock to prevent further changes. Advanced... (?)

Figure 2.3 Settings options on Mac OS X

Warning:
To install Kerio Workspace 2.0.0, select option Anywhere inSystem Preferences —
Security & Privacy.

Uninstallation

1. Open Terminal (in the Applications folder, open Utilities and start the Terminal
application) and send the following command:

open /usr/Tocal/kerio/workspace/utils/Uninstall.app

2. In the opened dialog, confirm the removal message (This script will remove Kerio
Workspace from the disk. Do you want to continue?) by clicking on Yes

3. Login as an administrator if you do not have rights to remove the Kerio Workspace
application.

4. 1If you wish to delete the product including the data store, licenses, settings, logs,
statistics and certificates, confirm the Do you also want to remove the whole Kerio
Workspace product folder including documents, licenses, configuration files, SSL cer-
tificates, log files and statistics? option. If you wish to retain these items, click on
No.

5. Upon successful removal, the following message is displayed: Kerio Workspace was
successfully removed from this computer. Click on OK to close the dialog.



Installation

2.3 Linux — Debian
For supported distribution, see

New installation
Download the appropriate installation package and launch the installation.
Use the following instructions to install the product under the root user:

# dpkg -i kerio-workspace-2.x.x-xxxx.deb

In case of missing dependencies, the installation indicates an error. To fix it, use the
following command:

# apt-get -f install

This command installs the missing dependencies and finishes the installation.

Now open a web browser at . A configuration wizard is run
where you can configure the administration account for login to the server and the path
to the data store (see section 2.6).

Starting and stopping the server
In folder /etc/init.d, the kerio-workspace-application and
kerio-workspace-rendering scripts are created. They ensure the automatic
start of the services after the system start (Kerio Workspace Application Server and Kerio
Workspace Rendering Server). You can manually start and stop both services using the
scripts:

/etc/init.d/kerio-workspace-application start

/etc/init.d/kerio-workspace-rendering start
Or stop the services manually using the following commands:

/etc/init.d/kerio-workspace-application stop

/etc/init.d/kerio-workspace-rendering stop
To start the services, use these commands:

/etc/init.d/kerio-workspace-application restart

/etc/init.d/kerio-workspace-rendering restart

Warning:
The scripts must be run under user root.

Upgrading the server

# dpkg -i kerio-workspace-2.x.x-xxxx.deb
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https://localhost:4060/setup

2.4 Linux — RPM

Uninstallation
If you need to uninstall the product, use the following commands:
apt-get remove kerio-workspace
If you also use the --purge parameter, all configuration files and data store will be
removed.

2.4 Linux — RPM

For supported distribution, see

Warning:
For installations, Kerio Workspace uses the RPM application. All functions are available
except the option of changing the Kerio Workspace location.

The installation must be performed by a user with root rights. Kerio Workspace is installed
to the /opt/kerio/workspace directory.

New installation
Start installation using this command:

# rpm -i <installation_file_name>
Example:
# rpm -i kerio-workspace-2.x.x-1270.Tinux.rpm

Now open a web browser at . A configuration wizard is run
where you can configure the administration account for login to the server and the path
to the data store (see section 2.6).

Starting and stopping the server
Once all settings are finished successfully in the configuration wizard, Kerio Workspace
is ready to be started.
In folder /etc/init.d, the kerio-workspace-application and
kerio-workspace-rendering scripts are created. They ensure the automatic
start of the services after the system start.
You can manually start and stop the services using the scripts:

/etc/init.d/kerio-workspace-application start

/etc/init.d/kerio-workspace-rendering start
Or stop the services manually using the following commands:

/etc/init.d/kerio-workspace-application stop

/etc/init.d/kerio-workspace-rendering stop
To start the services, use these commands:

/etc/init.d/kerio-workspace-application restart

9
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https://localhost:4060/setup

Installation

/etc/init.d/kerio-workspace-rendering restart

Warning:
The scripts must be run under user root.

Upgrade
Before upgrade stop all server services:

/etc/init.d/kerio-workspace-application stop

/etc/init.d/kerio-workspace-rendering stop

To upgrade, use the following command:

# rpm -U kerio-workspace-x.rpm
Uninstallation

To downgrade, use the following command:

# rpm -e kerio-workspace

After uninstall, you must delete all data and configuration files manually.

2.5 VMware Virtual Appliance

VMware Virtual Appliance is a virtual device (Debian Linux with pre-installed Kerio Workspace)
can be used in VMware products. For supported VMware product versions, check

Use an installation package in accordance with the type of your VMware product (see above):

¢ In case of products VMware Server, Workstation and Fusion, download the compressed
VMX distribution file (= .z1p), unpack it and open it in the VMware product.

e For VMware ESX/ESXi, import the virtual appliance from the URL of the OVF file —
e.g.

http://download.kerio.com/en/dwn/workspace/
kerio-workspace-appliance-2.x.x-1270-1inux.ovf

VMware ESX/ESXi automatically downloads the OVF configuration file and
a corresponding disk image (. vmdk).

If you import virtual appliance in the OVF format, bear the following specifics in mind. Tasks
for shutdown or restart of the virtual machine will be set to default values after the import.
These values can be set to “hard” shutdown or “hard” reset. However, this may cause a loss of
data on the virtual appliance. Kerio Workspace VMware Virtual Appliance supports so called
Soft Power Operations which allow to shutdown or restart hosted operating system properly.
Therefore, it is recommended to set shutdown or restart of the hosted operating system as
the value.

10
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2.5 VMware Virtual Appliance

After login

When you run the virtual computer, Kerio Workspace interface is displayed. The console is
protected by the root password. The password is at first set to: kerio

This console provides several actions to be taken:
e change network configuration
o allow SSH connection
e set time zone
e change user root password

e restart and shutdown of VMware Virtual Appliance

Rerio Horkspace 2.8.8 beta 4 build 152

Hetwork Configuration Select this item to view or change the
configuration of network interfaces.

Netuwork Configuration Rerio Workspace 2.8.8 beta 4 build 152

Interface ethd Configuration of 'eth®’ network interface

IP Address: 192.168.64.158 (dhcp)
Subnet Mask: 255.255.255.8

MAC Address: BB:@Ac:29:d3:Ba:2f
Hetwork Card: AMD 79c978 [PCnet32 LANCE]

Primary DNS: 192.168.18. 18
Secondary DNS: not set

<Up-Down> Move
<Enter> Change
<Esc> Back

Figure 2.4 Console — network configuration
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Installation

The network configuration allows you to:
1. Viewing network adapters — MAC address, name and IP address of the adapter
2. Setting network adapters

e DHCP

e static IP address (if you do not use DHCP, it is necessary to set also DNS)

Note:

If you use a DHCP service on your network, the server will be assigned an IP address
automatically and will connect to the network. If you do not use or do not wish to use DHCP
for Kerio Workspace, you have to set the IP address manually.

If the IP address is assigned by the DHCP server, we recommend to reserve an IP address for
Kerio Workspace so that it will not change.

Shell access

A terminal is available for product and operating system updates. You can switch it by
pressing the standard ATt+Fx combination (for example, AT1t+F2) for running a new console.

If you access the system via shell for the first time, log in as root:
Username: root
Password: kerio

VMware Appliance also allows the access via SSH which will be required for remote access (for
example, for uploads of update packages).

Upgrade

Upgrade Kerio Workspace as follows:

1. Download the deb package to your computer
2. Use SCP/SSH to move it to VMware Appliance
3. To upgrade, use command dpkg (see section 2.3)

The operating system can be upgraded via shell using the standard command apt-get.

2.6 Configuration Wizard

If the product is not configured (no administrator’s account has been created), a configuration
wizard is run upon the first access to administration.

12



2.7 Web Interfaces of the Application

Note:
The browser will warn you about the SSL certificate problem. Confirm the security exception
and continue.

You can set the following parameters using the wizard:

1. Administration Account

Warning:
Remember the user name and password You cannot access the administration
interface without these data.

2. Data store path. The destination disk must have enough free space. For recommendations,
check

Warning:
Low disk space would cause problems with the application.

2.7 Web Interfaces of the Application
You can access Kerio Workspace as:

user https://server.name

administrator https://server.name/admin

Ports:
o Kerio Workspace runs on standard ports 80 (HTTP) and 443 (HTTPS).

e The administration uses port 4060 (HTTPS).

Warning:

In case another server runs on the same computer as Kerio Workspace, enter the URL
address in the canonical form (i.e. with the port number).
https://server.name:4060/admin

13
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Chapter 3
Firewall configuration

Kerio Workspace is in the local network behind a firewall. To allow users login to Kerio
Workspace from home or from their mobile devices, you have to map port 443 for the HTTPS
protocol.

If you need information on how to map ports in Kerio Control, read the administrator’s guide.

14
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Chapter 4
Kerio Workspace Administration

1. In the web browser, enter https://server.name/admin. Login page is displayed.
2. Use the username and password you set in the configuration wizard.
3. The administration welcome page is displayed.

After login, you can test and use a full version of the product during the following 30 days
for free. If you become a registered trial user, you can take advantage of a full technical
support. To learn more about the registration and licenses, see the product website at Kerio
Technologies.

|52 Kerio Workspace

= 08 Accounts ! 0y About £ |ogout
-
f‘ Users
"G Groups Help us make Kerio Workspace even better. | Suggest Idea... | | Report Problem... |

= & Configuration
[ Antivirus
@ Directory Service
3}. Email Settings

3}. Web Server Ports 2.0.0 build 152
S5L Certificates
(2% Backup
lem store Management Unregistered trial version
oftware Maintenance expiration date: ever
Update Checker Sofh Mainte iration date N
9 status Product expiration date: 2012-07-24
4% ctive Sessions Mumber of users allowed by the license: Unlimited {1 used)
Ak
= [ Logs Company: NfA
fedl Activity Host: kerio-workspace -appliance
44 Config Operating system: Linux (2.6.32-5-686)
#| Security . .
R ) Become a registered trial user ...
& Warning ) ] )
® E Reaqister product with a purchased license number...
rer Install license...
Debug

‘® Kerio Technologiss s.ro. All rights reserved,

Figure 4.1 Welcome page

4.1 Connecting to Microsoft Active Directory
You can create users locally or add them from a directory service.

Go to section Configuration — Directory Service — LDAP Server in the administration interface.

1. Inthe Directory Service dialog, check the Map user accounts from a directory service option
and fill in the following data:

15
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Kerio Workspace Administration

e Directory Service Type — select Active Directory from the drop-down menu.
e Domain Name — enter the name of the domain
2. Next, define the directory service sources:

o (Connect to directory servers looked up in DNS (SRV records) — DNS records are
used to look up directory servers.

e Use the specified directory servers — set the directory servers manually. Enter the
Hostname of the computer for the primary and backup directory servers.

3. In section Account with read access to the directory service, enter the username and
password of an account in Microsoft Active Directory. In Microsoft Active Directory, assign
this account read rights.

For more information, read article Connecting Kerio Workspace to directory service.

If you do not use a directory service, create users locally.

User access rights

All new users have only user access rights. This means that they can use their account to
create, share and view content in Kerio Workspace but they cannot access the administration
interface. You can change the access rights in section Users.

With a special level of rights, you can manage content in Kerio Workspace. Users with this level
of rights can access all content in Kerio Workspace. They can control whether users overload
the network by uploading large files or share copyrighted content.

To read detailed information about user access rights, read article Setting administration
access rights.

4.2 Connecting to an SMTP server

1. Go to section Configuration — Email Settings and enter an email address in the Default
From Address field. The sender address is necessary so that you know where the messages
are sent from. Knowing this address, you can filter your messages to special folder in your
mail client.

Warning:
Enter a real address. If the address is not real, the SMTP servers may refuse it or
mark the messages as spam.

2. Configure the server for outgoing mail (DNS address of your mailserver).

16


http://kb.kerio.com/article/connecting-kerio-workspace-to-directory-service.html
http://kb.kerio.com/article/connecting-kerio-workspace-to-directory-service.html
http://kb.kerio.com/article/connecting-kerio-workspace-to-directory-service.html
http://kb.kerio.com/article/connecting-kerio-workspace-to-directory-service.html
http://kb.kerio.com/article/connecting-kerio-workspace-to-directory-service.html
http://kb.kerio.com/article/connecting-kerio-workspace-to-directory-service.html
http://kb.kerio.com/article/creating-user-accounts-in-kerio-workspace.html
http://kb.kerio.com/article/creating-user-accounts-in-kerio-workspace.html
http://kb.kerio.com/article/creating-user-accounts-in-kerio-workspace.html
http://kb.kerio.com/article/setting-administration-access-rights.html
http://kb.kerio.com/article/setting-administration-access-rights.html
http://kb.kerio.com/article/setting-administration-access-rights.html
http://kb.kerio.com/article/setting-administration-access-rights.html

4.3 Configuring backup

3. You can encrypt the communication with SSL/TLS if you SMTP server supports it. For the
SSL encryption, change the port for communication (the standard port is 465).

4. 1If your SMTP server requires authentication, enter the username and password. We
recommend to create a special account on your server for the authentication purposes
(for example, workspace@fwa. com).

4.3 Configuring backup
1. Open the Configuration — Backup section.
2. Check the Enable data store and configuration backup option.

3. Decide whether the default backup plan suits your needs.

4. in the Notifications section, enter your email address. Messages with the backup status
will be sent to this address.

17



Chapter 5
Connecting to Kerio Workspace

To connect to the user interface of Kerio Workspace, use URL https://server.name.

The first thing you wish to know upon your first login to Kerio Workspace is how to create the
basic content structure. The most efficient way is to reproduce the company structure.

You can create individual spaces for each of your departments (Sales, Accounting, IT, Technical
support, Quality assurance, Development, management, Human Resources) or for each of your
products or projects (at school, you can create the structure according to subjects: Maths,
Physics, English, French, Psychology).

We recommend to examine the sample content in your Kerio Workspace. It shows you what
and how to create content in Kerio Workspace.

18
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Chapter 6
Where to find additional information

You can find additional information about Kerio Workspace:
e in our knowledge base
e on our YouTube channel

e on the product pages
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Chapter 7
Used open-source software

Antisamy
Antisamy is an HTML/CSS validation library.
Copyright © 2007-2008 Arshan Dabirsiaghi, Jason Li

ANTLR
ANTLR, ANother Tool for Language Recognition, is a language tool that provides a
framework for constructing recognizers, interpreters, compilers, and translators from
grammatical descriptions containing actions in a variety of target languages.
Copyright © 2003-2008 Terence Parr
Copyright ©1999-2001 Free Software Foundation, Inc.
Copyright © Wolfgang Haefelinger
Copyright © 1995-1998 Sun Microsystems, Inc. All Rights Reserved.
Copyright © 2002-2005 Kunle Odutola
Copyright © 1991 Massachusetts Institute of Technology

Apache APR
The Apache Portable Runtime (APR) is a supporting library that provides predictable and
consistent interface to underlying platform-specific implementations.
Copyright © 1999-2004 The Apache Software Foundation
Copyright © 2008 Free Software Foundation, Inc.
Copyright © 2000 Martin Pool
Copyright © 1996 Internet Software Consortium
Copyright © Caldera International, Inc.

Apache Commons Beanutils
Apache Commons Beanutils provides easy-to-use wrappers around the Java reflection and
introspection APISs.
Copyright © 2000-2009 The Apache Software Foundation

Apache Commons Codec
Apache Commons Codec provides general encoding/decoding algorithms for Java.
Copyright © 2001-2004 The Apache Software Foundation

Apache Commons Collections
Apache Commons Collections extends or augments the Java Collections Framework.
Copyright © 1999-2004 The Apache Software Foundation
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Apache Commons Compress
Apache Commons Compress defines an API for working with tar, zip and bzip?2 files in
Java.
Copyright © 2002-2009 The Apache Software Foundation

Apache Commons Daemon Native
Apache Commons Daemon Native is a starter application for daemons implemented in
Java.
Copyright 1999-2011 The Apache Software Foundation
This product includes software developed by The Apache Software Foundation

( ).

Apache Commons FileUpload
Apache Commons FileUpload provides file upload capability for servlets and web
applications.
Copyright © 2002-2008 The Apache Software Foundation

Apache Commons IO
Apache Commons IO is a collection of 1/0 utilities for Java.
Copyright © 2001-2008 The Apache Software Foundation

Apache Commons Logging
Apache Commons Logging is a wrapper around a variety of logging API implementations.
Copyright © 2003-2007 The Apache Software Foundation

Apache Derby
Apache Derby is an open source relational database implemented entirely in Java.
Copyright © 2004-2009 The Apache Software Foundation
Copyright © 2004, 2005 IBM Corp.
Copyright © 1992-2003 Corel Corporation
Copyright © 2001, 2007 OSGi Alliance. All Rights Reserved.
Copyright © 2002,2003 Stefan Haustein, Oberhausen, Rhld., Némecko
Copyright © 2001-2002 Sun Microsystems
Copyright © 2000 World Wide Web Consortium
Copyright © 1999-2002 Lotus Development Corporation

Apache Geronimo STAX API
Apache Geronimo STAX API is a STAX API for Apache Geronimo.
Copyright © 2003-2006 The Apache Software Foundation

Apache Jakarta HttpClient
Apache Jakarta HttpClient is a HTTP/1.1 compliant HTTP agent implementation in Java.
Copyright © 1999-2007 The Apache Software Foundation

Apache Logging Services
Apache log4j is a Java-based logging utility.
Copyright © 2000-2006 The Apache Software Foundation
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Used open-source software

Apache Lucene
Apache Lucene is a text search engine library written entirely in Java.
Copyright © 1999-2009 The Apache Software Foundation
Copyright © 1995-2008 International Business Machines Corporation
Copyright © 2001 Dr Martin Porter
Copyright © 2002, 2003, 2004, 2005 Marc Prud’hommeaux
Copyright © 2002 Richard Boulton
Copyright © 2001-2004 Unicode, Inc.
Copyright © 2009 www.imdict.net

Apache PDFBox
Apache PDFBox is an open source Java PDF library for working with PDF documents.
Copyright © 1985 - 2007 Adobe Systems Incorporated. All Rights Reserved.
Copyright © 1995-2009 International Business Machines Corporation
Copyright © 2000-2006 The Legion Of The Bouncy Castle
Copyright © 2001 - 2010 The Apache Software Foundation
Copyright © 2002-2007 www.pdfbox.org
Copyright © 2006-2007 www.fontbox.org
Copyright © 2006-2007 www.jempbox.org

Apache POI
Apache POI is a Java API for Microsoft Documents.
Copyright © 1999 - 2009 The Apache Software Foundation. All Rights Reserved.
Copyright © 2006-2007 Valek Filippov
Copyright © 2000-2003 BEA Systems
Copyright © 2001-2005 MetaStuff, Ltd. All Rights Reserved.
Copyright © 2002 Yuval Oren

Apache Tika
Apache Tika is a toolkit for detecting and extracting metadata and structured text content
from documents.
Copyright © 2009 The Apache Software Foundation
Copyright © 1996-2007 International Business Machines Corporation
Copyright © 2004 Rhesus Media Group
Copyright © 1997, 1998, 2002, 2007 Adobe Systems Incorporated
Copyright © 2000-2005 INRIA, France Telecom
Copyright © 2000-2009 The Legion Of The Bouncy Castle
Copyright © 2002-2007 www.pdfbox.org
Copyright © 2006-2007 www.jempbox.org
Copyright © Ian F. Darwin
Copyright © 1990-2001 Adobe Systems Incorporated
Copyright © 2001-2005 MetaStuff, Ltd. All Rights Reserved.
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Apache Tomcat
Apache Tomcat is an open source software implementation of the Java Servlet and
JavaServer Pages technologies.
Copyright © 1999-2009 The Apache Software Foundation

Apache Xerces
Apache Xerces is a Java library for parsing, validating and manipulating XML documents.
Copyright © 1999-2006 The Apache Software Foundation
Copyright © 1999 IBM Corporation, http://www.ibm.com
Copyright © 1999 Sun Microsystems, http://www.sun.com

Apache XML Commons
Apache XML Commons is a library containing common code for XML projects.
Copyright © 1998-2004 World Wide Web Consortium
Copyright © 1999 IBM Corporation, http://www.ibm.com
Copyright © 1999 Sun Microsystems, http://www.sun.com
Copyright © 2001-2003, 2006 The Apache Software Foundation

Apache XMLBeans
Apache XMLBeans is a Java-to-XML binding framework.
Copyright © 2005 BEA under the terms of the Apache Software License 2.0
Copyright © 1999-2004 Apache Software Foundation
Copyright © 2001-2003 World Wide Web
Copyright © 2002 Yuval Oren under the terms of the Apache Software License 2.0

Appliance OS sources - Debian
Kerio Workspace Appliance Sources:
Kerio Workspace appliance is based on Debian GNU/Linux - Linux distribution
composed of open source software from various sources. Please refer to
/usr/share/doc/*/copyright files installed inside the appliance for exact licensing
terms of each package the appliance is built from.
The source package itself can be downloaded from

ASM
ASM is an all purpose Java bytecode manipulation and analysis framework.
Copyright © 2000-2007 INRIA, France Telecom
Copyright © 2004 Eugene Kuleshov

Batik
Batik is a Java-based toolkit for SVG image manipulation.
Copyright © 1989, 1991 Free Software Foundation, Inc.
Copyright © 1999-2002 The Apache Software Foundation
Copyright © 1994-2006 Sun Microsystems, Inc. All Rights Reserved.
Copyright © 2006 World Wide Web Consortium
Copyright © 2001, 2002 W3C (MIT, INRIA, Keio). All Rights Reserved.
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Used open-source software

Bouncy Castle
Bouncy Castle is a collection of APIs used in cryptography.
Copyright © 2000-2009 The Legion Of The Bouncy Castle (http://www.bouncycastle.org)
Copyright © 1998 Dr B. R Gladman and Sam Simpson

c3p0
c3p0 is an easy-to-use library for augmenting traditional (DriverManager-based) JDBC
drivers. It is released under LGPL license version 2.1.
Copyright © 2005 Machinery For Change, Inc.
Source code is available at http://www.kerio.com/

cronéj
cron4j is a scheduler for the Java platform which is very similar to the UNIX cron daemon.
It is released under LGPL license version 2.1.
Copyright © 2007-2010 Carlo Pelliccia
Source code is available at http://www.kerio.com/

dom4j
dom4j is an easy to use, open source library for working with XML, XPath and XSLT on
the Java platform.
Copyright © 2001-2005 MetaStuff, Ltd. All Rights Reserved.

Ext.ux.TinyMCE
Ext.ux.TinyMCE is an Ext]JS form field containing TinyMCE v3. It is released under LGPL
2.1 or higher.
Copyright © 2008-2010 BYTE-force, www.byte-force.com
Source code is available at http://www.kerio.com/

GPL GhostScript
GPL GhostScript is a software for manipulating with PostScript and PDF files. It is released
under GPL license version 2.
Copyright © Artifex Software, Inc. and contributors. All Rights Reserved.
Source code is available at http://www.kerio.com/

GraphicsMagick
GraphicsMagick is an application for displaying and manipulating images.
Copyright © 2002 - 2009 GraphicsMagick Group
Copyright © 2002 ImageMagick Studio
Copyright © 1999 E. I. du Pont de Nemours and Company
Copyright © 2000-2002 Ghostgum Software Pty, Ltd. All Rights Reserved.
Copyright © 2000 Markus Friedl. All Rights Reserved.
Copyright © 1985-1988 Supoj Sutanthavibul
Copyright © 1989-2000 Brian V. Smith
Copyright © 1991 Paul King
Copyright © 1986 University of Utah
Copyright © 1988-1997 Sam Leffler
Copyright © 1991-1997 Silicon Graphics, Inc.
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Copyright © 1999-2003 Bob Friesenhahn

Copyright © 2005 Eskil Steenberg. All Rights Reserved.

Copyright © 1991-1998 Thomas G. Lane

Copyright © 1994, 1995, 1997, 1998, 1999, 2000 Aladdin Enterprises
Copyright © 1996-2000 Julian R Seward. All Rights Reserved.

Copyright © 1998-2002 Daniel Veillard. All Rights Reserved.

Copyright © 1998-2004 Marti Maria

Copyright © 1989-2000 Brian V. Smith

Copyright © 1995, 1996 Guy Eric Schalnat, Group 42, Inc.

Copyright © 1996, 1997 Andreas Dilger

Copyright © 1998, 1999 Glenn Randers-Pehrson

Copyright © 1999-2000 Image Power, Inc.

Copyright © 2001-2003 Michael David Adams

Copyright © 1998, 1999, 2000, 2001 The Board of Trustees of the University of Illinois.
All Rights Reserved.

Copyright © 1999-2000 The University of British Columbia

Copyright © 1996-2000 David Turner, Robert Wilhelm a Werner Lemberg
This software is based in part on the work of the Independent JPEG Group.

Hibernate
Hibernate is Relational Persistence for Java and .NET. It is distributed under LGPL license.
Copyright © 2006-2008 Red Hat Middleware LLC or third-party contributors
Copyright © 2008 Ovidiu Feodorov

Hibernate Search
Hibernate Search is a full text search engine for the persistence domain model. It is
distributed under LGPL license.
Copyright © 2005 JBoss Inc. a prispévatelé
Copyright © 2008 Red Hat Middleware LLC.
Source code is available at http://www.kerio.com/

ICU — International Components for Unicode (Java)
ICU is a mature, widely used set of C/C++ and Java libraries providing Unicode and
Globalization support for software applications.
Copyright © 1995-2007 International Business Machines Corporation
Copyright © 2003 National Electronics and Computer Technology Center

im4java
im4java provides a pure-java interface to ImageMagick, GraphicsMagick and other
popular commandline tools. It is released under LGPL license version 2 or later.
Copyright © 2008-2010 by Bernhard Bablok
Copyright © 2002-2005 The Apache Software Foundation or its licensors
Source code is available at http://www.kerio.com/
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Used open-source software

Javassist
This software contains an unmodified version of Javassist library distributed under terms
of Mozilla Public License version 1.1.
The original source code is accessible at http://www.csg.is.titech.ac.jp/~chiba/javassist

Jaxen
Jaxen is an open source XPath library written in Java.
Copyright © 2000-2007 bob mcwhirter James Strachan.
Copyright © 2000-2004 Jason Hunter Brett McLaughlin.
Copyright © 2003-2006 The Werken Company. All Rights Reserved.
Copyright © 2007 Elliotte Rusty Harold
Copyright © 2007 Ryan Gustafson
Copyright © 2008 Andrew Sales

Jodconverter
JODConverter converts documents between different office formats. It is distributed
under LGPL version 2.1 or newer.
Copyright © 2004-2007 Mirko Nasato
Copyright © 2007 Laurent Godard
Source code is available at http://www.kerio.com/

JSON
json.jar is a Java library that converts data to/from JSON data interchange format.
Copyright © 2002, 2006, 2008 JSON.org

libcurl
Libcurl is a free and easy-to-use client-side URL transfer library. This library supports the
following protocols: FTP, FTPS, HTTP, HTTPS, GOPHER, TELNET, DICT, FILE and LDAP.
Copyright ©1996-2008, Daniel Stenberg.

libiconv
Libiconv converts from one character encoding to another through Unicode conversion.
Copyright ©1999-2003 Free Software Foundation, Inc.
Author: Bruno Haible
Homepage:
The libiconv library is distributed and licensed under GNU Lesser General Public License
version 3.
libjpeg
Libjpeg is a library for handling the JPEG (JFIF) image format.
This software is based in part on the work of the Independent JPEG Group.
libtiff
Libtiff is a library for reading and writing Tagged Image File Format files.
Copyright © 1988-1997 Sam Leffler
Copyright © 1991-1997 Silicon Graphics, Inc.
Copyright © 2007-2009 Richard Nolde
Copyright © Joris Van Damme
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Copyright © 1990, 1995 Frank D. Cringle

Copyright © 1996 USAF Phillips Laboratory

Copyright © 1985, 1986 The Regents of the University of California
Copyright © 1990 by Sun Microsystems, Inc.

Copyright © 1996 Pixar

Copyright © 1999 Frank Warmerdam

Copyright © 2002 Andrey Kiselev

Copyright © 2003 Ross Finlayson

Copyright © 2009 Frank Warmerdam

Copyright © 1990 Digital Equipment Corporation, Maynard, Massachusetts
Copyright © 2004 Free Software Foundation, Inc.

Copyright © 1994 X Consortium

Copyright © 2003 Ross Finlayson

Copyright © 1996 BancTec AB

Copyright © 1996 Mike Johnson

libxml2
XML parser and toolkit.
Copyright © 1998-2003 Daniel Veillard. All Rights Reserved.
Copyright © 2000 Bjorn Reese and Daniel Veillard.
Copyright ©2000 Gary Pennington and Daniel Veillard
Copyright ©1998 Bjorn Reese and Daniel Stenberg.

NekoHTML
NekoHTML is a simple HTML scanner and tag balancer.
Copyright © 2001-2008 The Apache Software Foundation
Copyright © 2002-2008 Andy Clark

OpenLDAP
Freely distributable LDAP (Lightweight Directory Access Protocol) implementation.
Copyright © 1998-2007 The OpenLDAP Foundation
Copyright ©1999, Juan C. Gomez, All rights reserved All Rights Reserved.
Copyright © 2001 Computing Research Labs, New Mexico State University, Portions
Copyright ©1999, 2000 Novell, Inc, Portions. All Rights Reserved.
Copyright © 1999 PADL Software Pty, Ltd., Portions
Copyright © 1990, 1991, 1993, 1994, 1995, 1996 Regents of the University of Michigan,
Portions
Copyright © 1997 The Internet Society, Portions
Copyright © 1998-2003 Kurt D. Zeilenga, Portions
Copyright © 1998 A. Hartgers, Portions
Copyright © 1999 Lars Uffmann, Portions
Copyright © 2003 IBM Corporation, Portions
Copyright © 2004 Hewlett-Packard Company, Portions
Copyright © 2004 Howard Chu, Symas Corp.
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Used open-source software

OpenOffice.org
OpenOffice.org is a free and open productivity suite. It is released under LGPL license,
version 3.
Copyright © 2002, 2008 Sun Microsystems, Inc.
This product has been created with contributions from the OpenOffice.org
community, of which Sun Microsystems Inc. is the founding member.
OpenOffice.org acknowledges all community members, especially those mentioned at
http://www.openoffice.org/welcome/credits.html.
Source code is available at http://www.kerio.com/

OpenOffice.org client libraries
juh-3.1.0.jar, jurt-3.1.0.jar, unoil-3.1.0.jar and ridl-3.1.0.jar are OpenOffice.org client
libraries. They are distributed under LGPL version 3. It is released under LGPL license,
version 3.
Copyright © 2008 Sun Microsystems, Inc.
Source code is available at http://www.kerio.com/

OpenSSL
An implementation of Secure Sockets Layer (SSL v2/v3) and Transport Layer Security (TLS
v1) protocol.
This product includes software developed by the OpenSSL Project for use in the OpenSSL
Toolkit ( ).
This product includes cryptographic software written by Eric Young.
This product includes cryptographic software written by Tim Hudson.

Qt (LGPL)
QT is a cross-platform application framework. It is released under LGPL license version
2.1.
Copyright © 2008 Nokia Corporation and/or its subsidiary(-ies)
Source code is available at http://www.kerio.com/

QtBrowserPlugin
QtBrowserPlugin solution is a QT4 component useful for implementing plugins for web
browser. It is released under LGPL 2.1.
Copyright © 2009 Nokia Corporation and/or its subsidiary(-ies)
Source code is available at http://www.kerio.com/

QtSingleApplication (LGPL)
QtSingleApplication is a QT4 component that provides support for applications which
can be only started once per each user. It is released under LGPL 2.1.
Copyright © 2009 Nokia Corporation and/or its subsidiary(-ies)
Source code is available at http://www.kerio.com/

ScoopyNG
The VMware detection tool.
Copyright ©2008 Tobias Klein
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sif4j
slf4j is a simple logging facade for Java.
Copyright © 2004-2010 QOS.CH
Copyright © 2004-2005 SLF4]J.0RG
Copyright © 2005 - 2010 James Auldridge
Copyright © 1999-2005 The Apache Software Foundation

Spring Framework
This product includes software developed by the Spring Framework Project
(http://www.springframework.org).
© Copyright 2011 SpringSource

TagSoup
TagSoup is a SAX-compliant HTML parser.
Copyright 2002-2008 by John Cowan

tinymce
TinyMCE is a platform-independent web-based Javascript HTML WYSIWYG editor control
released as Open Source under LGPL by Moxiecode Systems AB.
Copyright © 2009 Moxiecode Systems AB
Copyright © 2009 The Dojo Foundation
Source code is available at http://www.kerio.com/

TrueZIP
TrueZIP is a Java based Virtual File System (VFS) which enables client applications to
access ZIP and TAR archives.
Copyright © 2004-2009 Schlichtherle IT Services

XStream
XStream is a simple library to serialize objects to XML and back again.
Copyright © 2003, 2004, 2005, 2006, 2007 Joe Walnes
Copyright © 2006, 2007 XStream Committers

zlib
General-purpose library for data compressing and decompressing.
Copyright © 1995-2005 Jean-loup Gailly a Mark Adler
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Appendix A
Legal Notice

Microsoft®, Windows® and Active Directory® are registered trademarks of Microsoft
Corporation.

Apple®, Mac OS® and ®Safari are registered trademarks or trademarks of Apple Inc.
Linux® is registered trademark of Linus Torvalds.

VMware® is registered trademark of VMware, Inc.
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